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K& 4 Emerging Trends in Trustworthy Computing: Can Software Be Trusted?

Winston Shieh received his Ph.D. degree from the University of Maryland,
College Park, and is currently a University Chair Professor of Yang Ming Chiao
Tung University (NYCU) and Editor-in-Chief of IEEE Transactions on
Reliability. He has served as the advisor to the Security Council of Taiwan, the
chair of Computer Science Department, NCTU, and President of Chinese
Cryptology and Information Security Association (CCISA). Being actively

involved in IEEE, he has served as EICs of IEEE Transactions on Reliability,
IEEE Reliability, and RS Newsletter, Reliability Society Vice President, Fellow Evaluation Committee
Chair, Editor of IEEE Trans. on Reliability, IEEE Trans. on Dependable and Secure Computing, and
founding STC Chair of IEEE Conference on Dependable and Secure Computing. In ACM, he has
served as ACM SIGSAC Awards Committee member, Associate Editor of ACM Trans on Information
and System Security, and founding STC and TPC chairs of ACM Symposium on Information,
Computer and Communications Security (ASIACCS). Along with Virgil Gligor of Carnegie Mellon
University, he invented the first US patent in intrusion detection, and has published over 200 technical
papers, patents, and books. Being well recognized in the network security field, Shieh received many
awards, e.g., IEEE Reliability Society Engineer of the Year Award, Taiwan’s Ministry of Science and
Technology Outstanding Research Award, Outstanding Information Award. He is an IEEE Fellow, and
ACM Distinguished Scientist. His research interests include enterprise security, intrusion detection,
threat hunting, and user behavior analytics. Contact him at ssp@nycu.edu.tw.

WERE: Trustworthy Computing is an important topic of IEEE Transactions on Reliability (TRel).
Can Software Be Trusted? This is an important question for Critical applications, such as autonomous
driving, where it’s a matter of life and death. Trust can be slowly built upon good past records and
history. We need to see the past to predict the future. However, it is a challenge to have the total
visibility of cyberspace. In most cases, we may not have the needed visibility of system and networks.
Trustworthy Computing has been applied to computing systems to ensure security, availability, and
reliability. Increasingly rampant malware development has motivated the need of Zero Trust cyber
environment with total visibility and control against these emerging threats. At present, Advanced
Persistent Threats (APT) such as ransomware pose a major threat to victims ranging from individual
users to enterprises. The rise of IoTs in various fields, such as autonomous driving, and intelligent
manufacturing, makes defense against cyber threats even more challenging. Perimeter defense, such

as firewalls and intrusion detection systems (IDS), provides the first layer of enterprise protection, but
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can be circumvented. Due to the lack of visibility in the cyberspace, most of the threats are not

detected until the final impact. Ransomware campaigns are highly pernicious but seemingly normal
behaviors, making them hard to be distinguished and detected. In this talk, we will investigate tactics,
techniques, and procedures (TTPs) commonly used against an enterprise’s attack surface by attack
groups. Both seemingly normal threats and seemingly malicious operations will be illustrated to
demonstrate the challenges of threat hunting. Understanding adversaries to prioritize defenses with
comprehensive security strategy can effectively reduce business operational risk. To thwart threats,
multi-layer protection is desirable. Aside from preventative security controls, modern cybersecurity
frameworks need to incorporate threat hunting using cybersecurity telemetry to enable early warning
of threats that evade the protection layers. Due to carefully crafted and sophisticated threat techniques,
comprehensive visibility by correlating threat activities from diversified data sources is a promising
approach for early warning with minimal false alarms.

Part of the materials has been published in IEEE Computer and IEEE Transactions on Reliability. In
response to cyber threats, new countermeasures are needed to escalate trust in cyberspace. IEEE
Transactions on Reliability is soliciting submissions to the following ongoing special sections: (1)
Trustworthy Al for Autonomous Driving; (2) Security and Reliability of 5G/6G Mobile Networks; (3)
Enterprise Cybersecurity and Threat Intelligence at Scale; (4) Hardware Security. Further details can

be found at https://rs.ieee.org/publications/transactions-on-reliability.html

RERE 5 AERESIR A DRI RAER

EFTR A, FHRETE S BRIz . 1983 SEHL TR
TobK% RIS , 1986 EENL T E B EB RGR AT
fit GREEZE2260) 5 1994 FEAE S E gUR £ K% (Swansea) RA5 18 1
A (RS SH) o BT 1986 FZ 1999 4 LAE T EIATR TOlLE,
2000 E TAE BNk E 7 k2%, 2003 4£5 2021 4E 5 HtER FIb i3 T
REEHEGEW ¥ . 2021 4 5 ARASMIRT HBRY. YEEE. GEENRYE.

T IEEE Transactions on Reliability (SCI #AF) |4 10 4 (2005.1—2015.9) . T IISE
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K& 7 An overview of regional risk and resilience analysis

Paolo Gardoni is the Alfredo H. Ang Family Professor in the
Department of Civil and Environmental Engineering at the
University of Illinois at Urbana-Champaign. He is also the Editor-
in-Chief of the journal Reliability Engineering and System Safety,
and the founder and former Editor-in-Chief of the journal
Sustainable and Resilient Infrastructure. His research interests
include probabilistic mechanics; reliability, risk and life cycle

analysis; decision-making under uncertainty; performance

e assessment of deteriorating systems; modeling of natural hazards
and societal impact; ethical, social and legal dimensions of risk; optimal strategies for natural hazard
mitigation and disaster recovery; and engineering ethics. Prof. Gardoni is the 2021 recipient of the
Alfredo Ang Award on Risk Analysis and Management of Civil Infrastructure from the American
Society of Civil Engineers for his contributions to risk, reliability, and resilience analysis, and his
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leadership in these fields.

WEMZE: Civil structures and infrastructure provide vital services that support and enable societal
functions. However, they are vulnerable to several hazards. The maintenance, repair, or replacement
of existing deficient, and deteriorating structures and infrastructure represents a significant investment.
To wisely invest the limited funding, it is crucial to use advanced risk analysis tools in the decision-
making process. This presentation discusses a general formulation for regional risk and resilience
analysis. The presentation explains how to conduct a regional risk and resilience analysis considering
multiple hazards and different infrastructure, as well as the effects of deterioration and
interdependencies among infrastructure. Finally, the presentation concludes with the modeling of

business interruption due to a hypothetical earthquake in the New Madrid seismic zone.
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Tel: 0755-86556692
Fax: 0755-88354621
Email: marketing@qindaate.com

www.gindaate.com
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